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(57)Abstract 

PROBLEM TO BE SOLVED: To obtain a system which can issue and 
verify a public key certificate capable of dealing with to a plurality of 
formats. 

SOLUTION: A verification office 40 generates signature data for EMV 
use objecting fundamental information for the EMV use when 
receiving information applying an issue of a public key certificate. 
Also, it generates the signature data for X 509 use objecting 
information containing the fundamental information for the EMV use 
and the signature data for the EMV use. It issues the X 509 public key 
certificate containing all of the generated information and data. This X 
509 public key certificate is converted into the EMV public key 
certificate at a terminal 10 in order to be able to use with an 10 card 
20, 
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TA# 1 tm(DZ^(0'7^—^y hX^m^tL^cSi^iff 
# (DATA#2. DATA#3. DATA#4) 

-/v-^^^ST*5^^^i^)fc3o^7)/^>;/v'zl-fli: (HASH#2. 
HASH#3. HASH#4) t. Ctl/b <^ 3 ocO^n y 

LT^d 3(?5S^l-:iS7^— ^ (SIGN) 

[0 0 4 7] '7:i-—^yh(D^m'±. <Sfe.<^ J: 5 UT^T 

5/ h#2ic'^t&-r6:i^^#x^„ ^(vm^i-t. ^-r> 

HASH#l^f^6o S«Ht«DATA# 14:^ 

h # 2 (^S^W^D at A# 2 ^{-^ 
60 ^^^iircO^>-/>-zLfilHASH# 2fi:T^^t/^6cO 

SSHt$RDATA# 2 v/^ffiHASH# 
2 t:^m'^l.X\^^^^t(Dmmi'^'^^^Xh^o -7:^—^ 
5/ h#24r«liE-r64&^<i> S88ff«DATA# 2^^N 
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5/v'::I.LX/^^/i/^fiHASH# 2>^5fti!!>, HASH# 
1 ^^i^HA S H # 4 ^X^iSSS Ufct tO^rW^S^^^ L 
TS*l-^x-^ S I GN^^^U ^tlt^lE\^\^^^^ 

[0 0 4 8] #^>.yi/^S(ls ^^(Oy:t—^yVX(D 

10 2(D^. ^m^mm-^. ^/^^/^/^^tHASH# i. 

HASH#3, HASH# 4(1^X6:: <h;6^RltgXfc 
h^S^UXHASH# l--HASH#4^^ifei-6Ci: 

[0 04 9] :L<Dm:mmm\^^ ^<d:mmumm<r)^n:^ 

20 fj:^±^<^i:^<DX\ :i(Dmmmm(D^f)K ^w-r^y" 

-^mn<}^^^<xmt^. 

[0 0 5 0] -^tc^ mi mmmmRxfm 2 ^mmmx 
mmm4 o^^^mm^m^^m^m^xm^^ti^m 

^(Dm^mm\^tif)K ^mmm(Dmmm4 0.400 

iicx_hiEt^tg/cf»/^L^ii^^muxt>s»/\ mc. m 

30 X^^X0\^^£^n 

[0 0 5 1 ] 

■9-— ^^^3 0 1 1 c:*— K2 ot(Dmx\ m^i O^lftl. 

xmm^^j^mmmmm^mm-r^tti,ic^ jE-^f^m^ 
\:i^^(D^Amm^m^\^mi.xm^-mm^n^^^ b \-c 

MV-CERT#lfl. I C;^- K2 0;dW^r-r5<i>M 
l(DIE^tt^liEPJ-r^fc«6(D^r^liiiEP^#. X5 0 
9-CERT#lf^. Ol::4oV^X*lJffl^Bg/^X 5 

-/O 0 9^P?|«i|iE0JS:. X 5 0 9-CERT# 2fii^— y<3 
0?!>H^*-f-6^r^li# 2(7^IE^'|4^|iEP^-refcft6c0X 5 

0 9<ii^§lii!iEP>^#. EMV-CERT# 2{1. X5 0 9 
- C E R T # 2 ^W^\^fz. E M V<iJ^ffl®iiEP>g#Xfc 

[0 0 5 2] I C;?7- K2 0^»W-r5?lJffi#*i. -^(O 

1 C;5t7- K2 O^S^l OOy-^^-Y^ 1 4(-S^«'r 
-5o I C;S7- F2 0;^^i^^*^tt^(ir> 0(^. IC 
;t;— K2 0;i;)^^EMV-CERT# 1 (EMV(D^;j- — 

hxS^^fa«i|E^^^^^HXv^5) ^S«iL. 

f\.^'f-^^M^ \ 1 XX5 0 9~CERT# WC^"^ 
50 "t-e (T 3 0 1 ) o -^^0^. «liE*a;Sg(i 1 3 XX 5 0 9 
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15 

-CERT# ICOl^IIE^ll^fTV^ (T3 0 2) . ^(DX 
5 0 9-CERT# ld5jEa<bW»rT*^6#^*l<2^fflSi 

fti^f&^ft-r-s (T3 0 3) o ifi. y 

1 4^^LX I C;^- K2 0 tcl^liE^TfS^ 
^ill«i-6o «*10Ji. ^fc. I C;57- K2 O^^^X 
5 0 9-CERT# 0{Ci^t-r5S**S 
|S-r6^s «*10«. X5 0 9-CERT# 1 4:1^— 

[0 05 31 X5 0 9-CERT# 1 ^5|ibfci^— 
3 0fi. <tlE^^^gP3 3T'X 5 0 9-CERT# 
tiE^S<^fT9 (S3 0 1) o lE^tnW\X*^^m^{^. 

y'-^^m^^ A\z.<L^mmni^Wii^-r^ (sso 

2) , ^t^^ 7^-^*&*fta5 3 4(r*&*ft$;}xri^'5X5 0 
9-CERT# 2>|:«*^1 O^Clilim-r^o i^-^^ 3 
0;{i^bX5 0 9-CERT# 2^^^U/c«7^1 0 fi. 
r"— ^^SgPl 1 -ex 5 0 9-CERT# 2^EMV- 
CERT#2(C^}^L (T3 0 4) . C tt^ y — iJ^^-T 
^ 1 4 LXI C^- K 2 0 {rigfj-T^^ 
[0 054] EMV-CERT# 2^S®U^cI C;* — 
K2 0«. <^fiE^lia5 2 2-eEMV-CERT# 2(Dl* 

SE^M^m^ (13 0 1) . lE^tnmx-^hm^n. 

7'-^t&jrtgI5 2 3i;i<i^r^li# 2^*&^-r6 (130 
2) „ 

[0 0 5 5] I C;^— K2 0fli^— /^3 0(7) 

<2^r?lii# 2^*&^rtU. 1^-^<3 0(i I C;^- K2 

0(D<K^Wii# l>^t&*f'l-f-6w,?:t:i^«tt). cnf>co<K:F^|i 

[0 0 5 6] 

ji5i/>>^^— h^s^ffi boo I c^- h^m(Dv y-^ 
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[|ll®(jofg!^/c^u&0^] 

[01] ;*:^0Jc^«l^JS?l^^(c>K5<25:WSiiIEP>^Si^- 

im2] mimmmmi^x^^Ammiitmm(Dmrrmm^ 
10 [I113] y.bo 9<£^mmummt'EMY<i^mmmmmt 

[0 4] millJS?F^ffii^J:'5^r^^IiE0^S(7):7^--^>y 
[115] *^0^(Dm2^^Sff^ffi(;i>B^<iiM«i|E0^Si^- 

[me] %2m:mmm\-^^<i^mmumm(D^nmm.^ 

[HI?] m2^^£?F^S{:iJ;6<2^r?lgiiiEP^»cD:7;^-— e^y 
1 0 

11. 2 1. 3 1 -r— ^^asp 

12. 32. 41 51^tM^SlS 

1 3. 2 2. 3 3 ^lEMSSR 
14 V-^9-f^ 

30 2 0 I C;?7— K 

2 3. 3 4 X — ^J'lS-jjAlflS 

3 0 

4 0 mWEM 

4 2 ^r^iimEP^S^tra^ 

4 3 mi mmmn'wm^ 
4 4 M 2 ssgft#i^asi5 
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I 





IC*— K 



HE 




102 



103 



104 



X5D9&Hflmm 



MTM1 




DATAI2 



^4if9n^ SIGM1 



APfiXtl 



[135] 



^0 



j430 



Y ^20a ^> t20b ^ 20c 



^^ 20 



10 
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141 



mm 











-"7 Jt — "^'^ K #-3l_ 






DATA#1 




OATA # 2 




DATA #3 




DATA«4 


SIGN# 1 




SIGN#1 




5IGN#1 




SIGN « 1 


SIGN #2 




SIGN #2 


< » 


SIGN #2 


i » 


SIGN U 2 


SIGN #3 




SIGN #3 




SIGN #3 




SIGN « 3 


SIGN #4 




SIGN #4 




SIGN #4 




SIGN #4 




DATA # 2 












SIGN#1 












SIGN #2 












SIGN #3 












SIGN #4 











me] 




HI -h (C.A). H2-h (C.B) * 



T 



202 



1203 



(HI I H2} «tfftr^SIGN«^ 

1 



JS204 



C A.ttB9f- ^ .B.H2^IGN 



[[iisl 



EIV-CERT#1^fit 



EifV-CERTB|«- 
X509-CERT«1cm 



X 



X509-CERT«1««^|£ 



1 «m 



x509-cavr«i3ilMl3|2 



Taoi 



T302 



T303 



X50IKEHTJI136W- 



S301 

S30; 



X 



X509-CEHTI2aSW 



X5Q3-CERT«2^ 
EIIV-CEBT»ZK:SeJi 



ElV-CERTf^ft 



BHV-CERni2«^ 



X 



I 



^302 



T304 
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[I1I71 



DATA* 1 



HASH tf 2 



HASH#3 



HASH«4 



HASH#1 



DATA* 2 



HASH #3 



HASH #4 



SIGN 



HASH#1 



HASH#2 



DATA # 3 



HASH#4 



SIGN 



HASH # 1 



HASH # 2 



HASH # 3 



DATA4 4 



SIGN 



ICA-K«1 



HASH#1 
DATA#2 
HASH #3 
HASH #4 
SIGN 
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H 0 4 L 9/32 



F I 

H 0 4 L 9/00 



f-ii-y (##) 

6 7 5D 



